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1. Port Security Binding

Testcase |Port Security Binding

1. Connect 1 PC for 1 switch (G0/3) and ensure the link is up.
2. Configure port security MAC binding on the interface.
3. \Verify connectivity by pinging the switch.
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Procedure '

SWITCH:
Ip address: 192.168.0.1

PC:

Ip address:192.168.0.10

MAC address: 000E.0987.FEA9

Switch Configuration:

AB Switch config# interface g0/3

AB Switch config g0/3#switchport port-security bind mac 000E.09AS9.FEA9
. . //Binds the random adapter MAC address to the interface

Configuration
AB Switch config# interface g0/3

AB Switch config g0/3#switchport port-security bind mac 000E.0987.FEA9

// Binds the same adapter MAC address to the interface

AB Switch config gO0/3#EXIT

Doesn't ping because of different adapter MAC address configure in the

switch.

Test result
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Allows pinging because of same adapter MAC address configure in the
switch.
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Remarks |Working
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